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Abstract

The recent advancements in the industrial communities which have taken place from 2011 and are nowadays referenced as
“Industry 4.0” allowed the scientific community to highlight the benefits of data-based approaches when dealing with the industrial
operations. The most impressive outcomes, in particular, leveraged on the tools implementing Machine Learning algorithms, which
gave companies new tool to understand current and future statuses of operations and processes through a data-driven approach.
These tools often rely on historical data and can indeed cluster or label events basing on existing or past measurement, while, when
dealing with unforeseeable events, are limited to alert warning. In order to overcome these burdens, the concept of Autonomous
Computing is nowadays gaining more and more importance, as a Computer Science discipline dealing with the resilience of a
system with respect to unexpected and unregistered behaviours. The adoption of this kind of technology would hence allow to
enhance the existing data analytics industrial infrastructures reaction capabilities, able to maximise the assets’ availability beyond
the structural limits of traditional Machine Learning approaches. This work proposes a reference architecture to embody these
functionalities in an industrial software architecture based on Artificial Intelligence processes and pipelines, to pave the way for a
full implementation of autonomous responsiveness from the software modules constituting the architecture. Despite the rising
interest in Autonomous Computing, its adoption in industry is indeed slowed by the fear of complexity in its implementation. The
(numerically) poor body of knowledge about software architectures devoted to Autonomous Computing is hence enriched, and a
reference implementation is presented as well, in order to encourage the practitioners’ community towards the adoption of this
technology.
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1. Introduction

Since its introduction at the 2011 Hannovermesse, the so-called “Industry 4.0” has been identified as a game
changer in the industrial environment [1]. The idea behind this new approach to manufacturing, is to enhance the
interactions between shop-floor devices and high-level automation systems, leveraging on the pre-existing generation
of industrial monitoring and control systems, embodied by the so-called Computer-Integrated Manufacturing pyramid
(CIM pyramid, represented in Fig. 1a), which, on the other hand, reproposes the traditional rigorous hierarchical
approach of the well-known ISA95 [2]. This structure expresses the typical model of production systems automation
before the Industry4.0 paradigm, when each level of the pyramid relied on the layer below, with the lower levels
providing the data and control necessary for the higher levels to monitor, make decisions, and take actions. This
hierarchical structure proposes a clear separation of responsibilities and enables the integration of different systems
and technologies [3]. The pyramidal layers are built on a “layer 0”, which includes the hardware (sensors, actuators)
involved in the production process that are responsible for the direct control and the collection of data from the field
devices, and then build up “layer 1” (the Programmable Logic Controller, PLC layer, which is responsible for the
closed-loop control of the equipment, the collection of data, and the monitoring of alarms and events), “layer 2”
(Supervisory Control And Data Acquisition, SCADA layer, which synchronises, oversees and routes the data produced
by PLCs), “layer 3” (Manufacturing Execution System, MES layer, responsible of scheduling and coordination across
the entire shopfloor activities) and “layer 4” (Enterprise Resource Planning, ERP layer, managing the business-related
and long-term functions of an industrial company).

The proposed hierarchy is also referenced by the standard IEC 62264, established by the International
Electrotechnical Commission, and which serves as a complementary standard to ISA 95, providing a comprehensive
framework for the integration and communication of enterprise and control systems in the industrial context, defining
a set of functional requirements and protocols for communication between office floor and shop floor, deemed critical
for effective industrial control and automation [3].

This hierarchical and layered approach is embedded in the right dimensions of the “Reference Architecture Model
for Industrie4.0” (RAMI4.0, Fig. 1b), whose three-axes structure serves as a guide for aligning the needs of various
fields with various standards, to implement Industry 4.0 methods, and to enable the recognition of overlapping
requirements, gaps and their resolution in accordance with related industrial standards [4]. To the aforementioned
layers of the CIM, RAMI4.0 adds two further ones, one self-explaining and named “Product” and another one named
“Connected world”, which usually represents the cloud-based infrastructure connecting the company with the external
stakeholders. For what concerns the other axes, the left one frames the product life cycle and the value stream it
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comprises, deemed as crucial criteria in contemporary manufacturing, since the complete digitalization of the entire
development-market chain offers enormous possibilities for improving goods, machinery, and other Industry 4.0
architecture layers over their entire lifecycle [5]. The vertical axis, on the other hand, indicates the appearance of
Industry4.0 components from various angles (a look from the market aspect, a look from a perspective of functions,
information, communication, a look from an integration ability of the components) [6]. In 2016, Zezulka et al.
provided a detailed insight into the layers composing this axis [5].

Both CIM and RAMI4.0 act as frameworks the software architects can refer to implement any solution connecting
shopfloor assets to digital services. Software architectures are indeed the backbone through which data are generated
and are able to feed high-level services providing companies different and documented advantages, e.g., the
interoperability of different suppliers’ equipment [7], the transparency of machine states [8], the quality control [9],
and the maintenance [10], often relying on Machine Learning algorithms [11].

These techniques have however already demonstrated their lack to handle unexpected events, given the limitations
of their training datasets, or their intrinsic incapability to derive actions apart from warn the users about these events
(depending on the specific implementation technique). With respect to the subset of Supervised Learning Methods [8],
the computer science community has tried to overcome this issue by proposing new sub-classes of algorithms under
the umbrella of the so-called “Lifelong Machine Learning” [12]: these algorithms, after an initial training phase,
continuously re-train themselves with occurred events, increasing their knowledge or improving their performances
with respect to recent trends. However, this approach has already shown some weaknesses, when it led the algorithms
to drift from their initial behaviour. This particular feature, which in Neural Networks is addressed as “catastrophic
interference” [13], could, for example, make the algorithm to provide different outputs when dealing with identical
inputs received in different moments.

This paper is organised as it follows: Section 2 provides an overview of the body of knowledge this article relies
on as well as other works dealing with the same problem; Section 3 depicts a reference architecture able to respond to
this problem; Section 4 suggests a reference framework relying on open-source solutions to implement the proposed
solution; Section 5 concludes the article, summarising the main findings and debating possible limitations.

2. State of the art

This work lays on a previously published article by the same authors [14] which indeed defined a software
architecture specifically designed to implement Industry 4.0-based services in the process industry context. As
depicted in Fig. 3, the architecture aimed at making the production data integrated and available for a set of
applications, through the implementation and deployment of several functional blocks.

This layered architecture has also been functional to host ML-based services, which are generally able to identify
patterns and events from data, or to categorise data/events according to pre-defined clusters [11]. In other words and
simplifying, these services usually define sets of clusters on historical data and allow to label new events according to
the pre-defined clusters [15].

This approach, however, leave uncovered the resilience of the process with respect to unforeseeable events which
may occur and may lead to misbehaviour of the nominally designed process. To overcome this issue, a new approach,
namely “Autonomous Computing”, derived from the computer science is gaining more and more importance in the
manufacturing domain [16].

Autonomous computing pretends to implement four different abilities (namely “Self-X” or “Self~-CHOP” [17]) to
implement its resilience requirements: these abilities are known as Self-Configuration (the ability of a system to
reconfigure itself, adapting to external changes through the installation and configuration of new software
components), Self-Healing (the ability to maximise the availability by detecting diagnosing, and repair whenever
possible), Self-Optimization (the ability to improve performances in a reactive and proactive way), and Self-Protection
(the ability to detect in advance external factors which could lead to any kind of damage)[18].

Since its earliest appearance in scientific literature, the Self-X capabilities have been developed relying on inner
control loops implementing the so-called MAPE-K framework, which realises the aforementioned abilities basing on
four sequential phases (Monitor, Analyse, Plan, and Execute) relying, on turn, on the pre-existing shared Knowledge
available to the designers/users of the system [19].
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Fig. 2. Example of layered architecture [14].

This research frames itself hence in the design of a software architecture adding Self-X capabilities in a typical
Industry 4.0-compliant one. From a research perspective, this is justified by the fact that MAPE-K framework is
gaining increasing popularity in the academic and practitioners’ community: indeed, several recently published works
highlighted the benefits of this approach in the manufacturing domains. However, the majority of these publications
reported advancements in control loops applied to a single machine (such as IEC 61499-compliant PLCs [20], or
Digital Twins applied to the control optimisation of a single asset [21]) and, according to the authors’ knowledge, only
two works debated the integration of MAPE-K framework in a pervasive software architecture for production systems
[22,23]. Among other reasons, a recent and uplifting article attributed the lack of adoption of this framework to the
huge gap between the conceptual (and “inspirational”) concept of the MAPE-K and its actual implementation, which
could dishearten companies to adopt Self-X solutions [24]. The Self-X-coherent architecture here described seeks
hence to reinforce the existing body of knowledge with a deeper description of the software modules enabling Self-X
functionalities, and to provide a reference implementation, in order to demonstrate the easiness its adoption in
manufacturing companies.

3. Reference Architecture

The proposed architecture is therefore declined on horizontal and vertical layers, as for the one presented in Fig. 3,
but enriches it with additional blocks representing the Al functionalities and the Autonomous Computing capabilities.
Starting from the lowest levels, the proposed system depicts as it follows:

e Execution and External Layers: named as “Execution Layer” and External Systems in Fig. 4, are
conceptual layers listing all the software interfaces collecting data from the shopfloor devices (as well as
from any external component) and feeding back instructions to the actuators. This layer can be seen as the
interface between PLC and Field layer of the CIM pyramid.

e Integration Layer: constituted by the two blocks named “Data Ingestion and Transformation Layer” and
“Adapter”, with the first block, this layer transforms the data coming from the aforementioned layer into
format/standard readable by the upper layers, while the second block adapts it in terms of communication
protocol. This functionality can be framed in the Information domain of I[IRA.

e Data Brokering and Persistence Layer: this layer grants a collection of historical data from different and,
possibly, synchronous sources, decoupling their continuous stream from real-time use cases. A Data
Broker aggregates information from a variety of sources dividing them on topics designed to provide the
required information to the upper layers’ modules. This layer also embodies a module named “ML/DL
Datasets™: a list of persistent datasets ready to feed ML implementations. These datasets, hosting historical
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data and aggregated information, are the modules embodying the Knowledge attribute of the MAPE-K
framework.

Data Processing Layer: this macro-layer is the place supposed to host the traditional Industry 4.0-
compliant software modules, able to generate adding value from raw data, and it is sub-divided in several
sub-layers. Data Exploration layer makes data ready to be sent on the upper layers and/or to be consumed
on the lower ones. It is the first step of the data analysis used to explore and visualize data to uncover
insights from the start or identify areas or patterns, allowing a deeper understanding of a dataset. ML/DL
Catalogue hosts the libraries needed to create ML models from scratch. Trained Models Catalogue is an
indexed list of the trained ML implementations, complete of metadata about their training and application
domain. Pipelines catalogue, on the other hand, is a list of untrained ML applications ready to be trained
and accompanied by instructions to be easily deployed and scaled. Al Engine is, on the other hand, a set
of tools that makes possible the creation, execution and scalability of Al pipelines and models: it accesses
all catalogues, acting as both an experiment platform and a design one; it also orchestrates data flow from
the input through the different ML modules of the pipeline, and finally collects results and making them
available for the above layers. Al Pipelines is the core “asset”, result of interconnected and streamlined
collection of operations which can be built from scratch by assembling pieces through dedicated program
interfaces and executed; in doing this, a further instance of the Knowledge MAPE-K framework is here
embodied. Al Interfaces is the layer including both data/results/explanation dashboarding and Al
programming interfaces, allowing users to visualize and understand model results and behavior, as well
as customize Al assets for training and build Al pipelines.

Meta Layer: it is the layer used to drive the communication between the Autonomic Manager and Data
Processing Layers. The main feature of this layer is to enable Autonomic Manager for the on-the-fly
problem solving, performing its Self-X abilities. On the other hand, it complements the processing layer
acting as a “repository” (push and pull) of information.

Autonomic Manager Layer: this macro-layer has the role of autonomous Al Data pipeline coordinator and
decision maker adopting MAPE-K framework and implementing the Self-X abilities. It has the possibility
also to interact with the applications layer to improve its functionalities and support the Al pipeline
processing. It is composed by two sub-layers: one implementing the Self-X abilities and one embodying
the MAPE-K framework, composed by the four blocks implementing the “MAPE” agents. Self-X
Coordination orchestrates indeed the Al Pipelines, implementing the abilities of Self-Configuration, Self-
Healing, Self-Optimisation, and Self-Protection. MAPE sub-layer assumes the availability of gathered
information from the Al Pipelines and the execution layer (Knowledge): it influences the future behaviour
of managed resources, but requires functionality to monitor the data, analyze the current status, and plan
corrective actions.

Applications Layer: all the modules which suppose an interaction with users are conceptually hosted in
this layer. In particular, this layer can host whatever application fed by/insisting on Al Interfaces or the
Autonomic Manager (e.g., dashboards), but, in any case, are supposed to involve the human in the data
generation process, such as labelling events for ML training, providing feedbacks with respect to the
effectiveness and transparency of Al pipelines, and building artificial or synthetic datasets to train ML
algorithms and to validate them artificially constructing a real-like unexpected event.

Additionally, the architecture relies on “vertical” or “pervasive” layers, accomplishing to the following roles:

Digital Models and Vocabularies: a set of metadata representing the information about the structures and
syntaxes of data exchanged in the different layers of the architecture, useful for faster configuration and
transparency. This layer can also include descriptive information about data sources, as well as
documentation over different modules (e.g., APIs).

Data in Motion and Data at Rest: this layer represents the actual raw data source for the Perceptors, the
Data Ingestion and Transformation layers, as well as for every other module in other layers. Data in
Motion are here addressed as data flowing from the field (or from external systems) and Data at Rest are
referred as static data supposed to be shared just once (e.g., models of data sources or files mapping data
sources).
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Fig. 3. Proposed architecture.

e Identity and Access Management: this layer includes all the applications ensuring trusted access to the
different modules deployed in the architecture implementation.
Fig. 4 depicts in detail the aforementioned layers, highlighting the sequence of layers.

4. Reference Implementation

Some technical tools selected by the authors for various reasons are presented in this section, so as to ease the
adoption of the proposed architecture and to better frame its operational details. This is supposed to represent a
reference, so adopters can select alternative tools or rely on custom implementations.

Adopting a top-down approach, Apache Superset [25], as an enterprise-ready business intelligence web application,
is the suggested tool for the implementation of Applications layer, given the features and the options that make it easy
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for users of all skill sets to explore and visualize their data, from simple line charts to highly detailed geospatial charts,
in an easy and interactive way.

The Autonomic Manager layer is supposed to be implemented by a set of instances materialized by a Complex
Event Processing (CEP) tool. Among the different ones available in the various open source communities, possible
alternatives are represented by Perseo CEP, a product of the FIWARE portfolio based on Esper [26] and natively
interfaceable with Orion Context Broker in its NGSIv2 configuration [27], by DRACO [28], another FIWARE module
based on Apache NiFi (a platform provided by Apache Foundation whose aim is to automate data flow basing on
dynamically-set conditions [29]), or by Apache Airflow, a software again by Apache Foundation which can serve to
the same purposes, but with a perspective oriented on the orchestration of data flows [30].

Despite being on different conceptual levels, since they accomplish purposes of data brokering, both the Meta
Layer and the Data Brokering and Persistence can rely on the same instance of a single tool. The suggested tools for
implementation are middleware embracing the publisher/subscriber communication policy: notable examples are
constituted by Orion Context Broker (a middleware maintained by FIWARE Foundation, based on NGSIv2 or NGSI-
LD REST APIs [31]) and by Apache Katka (a message-oriented middleware maintained by the Apache Foundation
and relying on binary TCP protocols [32]). Other possible implementations are constituted by Mosquitto (the most
known MQTT broker [33]) or RabbitMQ [34] (the most known AMQP broker [35]). Despite Orion Context broker is
the preferred choice, because of its APIs able to natively merge and integrate data from different topics, it lacks
persistence features. Anyways, in order to implement the persistence in the Data Brokering and Persistence layer,
some database technology is supposed to be installed, to guarantee the MAPE-K Knowledge feature after the
consumption of an event-based entity.

For what concerns the Data Processing layer, since it mainly relies on Al implementations, a set of alternative (or
complementary) Al-specific tools is here presented: the entire macro-layer can be embodied in the execution of a
pipeline toolbox such as StreamPipes [36] or, in case of server-hosted implementation, StreamSets [37]. Both the
toolboxes provide drag-and-drop user interfaces for low (or no) code integration. Al-based modules are suggested to
be built on runtime execution tools, in order to be hosted on the catalogue modules and to be executed in the Al Engine
module: some suggested library sets are Tensorflow [38], its alternative Pytorch [39], and Caffe (a deep learning
framework specifically designed for image analysis, developed by Berkeley Al Research) [40]. When implementing
Tensorflow-based Al engines, interfaces can be deployed in Keras, which provides modular interfaces for Neural
Networks (NN) [41]. This module can be framed in the Al Interfaces sub-layer. D2Lab, as a solution to detect unusual
service behaviours, can be deployed in the Data Exploration layer [42].

In the lowest part of the architecture, no reference tool is given for the Execution Layer and the External Systems
layer, since the low position in the layered architecture and the high variety of data sources would lead to a
cumbersome catalogue. The implementation policy for execution layers and external systems relies on the usage of
drivers and firmware provided with the data sources and effectors, which will be interfaced with Data Ingestion and
Transformation layer and Adapter layer, while, if Orion Context Broker is selected as per Data Brokering &
Persistence, IDAS Agents (the IoT connectors of the FIWARE catalogue) can be easily deployed to interface the most-
used industrial IoT protocols such as OPC UA, MQTT and LoRa [43].

Apart from Data in Motion and Data at Rest layer, which represents the raw data sources and do not require any
implementation, Digital Models and Vocabularies can be represented through Asset Administration Shell (AAS), a
de facto standard strongly linked to RAMI4.0 [44], or another object-oriented modelling language (such as
AutomationML [45]); on the other side of the architecture, several tools are available to implement cyber-security
functionalities, but, in case of usage of FIWARE catalogue tools in other modules, KeyRock, Wilma, and AuthZForce
respectively for token-based rights, proxy functions and authentication/identity validation [46].

5. Conclusion and further works

The architecture described in the present work represents a reference framework to add self-X abilities to a
CIM/RAMI4.0 compliant software architecture. In particular, with respect to the CIM pyramid of Fig. 1a, the proposed
layers are supposed to gather data from the assets (Field-PLC levels), implement filtering and routing tasks (SCADA
level) and contribute with knowledge and actions at a production level (MES level). In a similar way, for what concerns
the layers of the RAMI4.0 model of Fig. 1b, the proposed architecture functionalities cover the layers from the Asset



Walter Quadrini et al. / Procedia Computer Science 232 (2024) 446—455 453

to the Functional one, while, in the right-handed one, it ranges from the Field Device to the Enterprise levels, but with
the possibility of including the Connected world in case the Al Pipelines are intended to leverage on a federated
learning [47] approach (e.g., if the Al Engines are trained with data coming from analogue processes in different
physical plants).

The paper is however supposed to be interpreted as a positioning work and, in its implementation part, does not
pretend to tie eventual deployments to the set of presented tools. Also, the modules described in the single layers of
the architecture have been defined under the perspective of an exhaustive solution to the shopfloor digitalization
problem, but the actual implementation in factories’ informative systems could diverge depending on specific
requirements and contextual limitations (some modules can hence be added, some other ones could not be
implemented). Additionally, the approach used in this design phase has been driven by a deployment-agnostic policy,
leaving to the deployers the opportunity to implement the different layers on local or cloud servers.

Furthermore, the architecture here presented depicts a monolithic structure, which is a well-established format for
the manufacturing community, but as highlighted in the scientific debate [24], a more decentralized approach would
be more intrinsically coherent with Self-X functionalities. This approach is however an intended choice by the authors,
who wanted to encourage the implementation of MAPE-K approaches in the industrial community (positioning indeed
Self-X functions on the edge level would have led to an ensemble of service-specific microcontrollers which could be
hard to accept).

A final open issue that this article is not covering is the security aspect: despite in Section 5 some security tools are
provided, these modules are network-related packages, intended to provide protection against untrusted applications.
The autonomous computing implementation, given its adaptability, requires however a series of specific measures to
prevent itself form deviating from its designed behaviour [48], with serious consequences on the safety aspects.
Despite several attacks have already targeted Autonomous Computing modules (mainly compromising sensors) [49],
the implementation of specific counter-measures is still on a maturity level too low to be adopted in industrial
environments [49].

Being a positioning paper, this work lacks implementation evidence: despite relying on established practices to
integrate the different components no Key Performance Indicators are assessed. As per other previous works by the
authors [50], a further research is supposed to take place, implementing the existing architecture in different industrial
domains, in order to evaluate the performances of the implemented architecture with respect to existing production
and network infrastructures.

Additionally, further investigations will concern the experimentation of the proposed Self-X architecture in
industrial pilot cases that present a non-trivial complexity: for instance in the steel industry that represents a case
where process anomalies need to be distinguished in a precise way with respect to other conventional production
outliers (e.g. normal product changes related to quality degradations) require Self-X capabilities in order to coordinate
that knowledge that is widespread in geographically distributed production areas whose data-flows are by construction
each other asynchronous. In this case therefore the implementation of the Self-X architecture appears naturally to be
experimented in the MES layer of the CIM pyramid being not only the most flexible in terms of interoperability but
also the first layer from the bottom having the capability to coordinate the data-fluxes generated by different
production areas.
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